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Fuzzing at Scale %

® Fuzzing campaigns benefit from scale (more compute generally means more bugs).
® (0SS-Fuzz continuously fuzzes over 1300 projects at on average over 80 cores each.
e \We can only guess at large companies’ internal fuzzing setups.

Even small improvements matter, as long as they scale.
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Compilers make educated guesses about how a program is going to be used in order to
make optimization decisions, but those guesses can be wrong.
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Profile-guided optimization (PGO) optimizes a program based on observed behavior
from previous executions. The profile tracks how often each basic block is executed.
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Profile-guided optimization (PGO) optimizes a program based on observed behavior
from previous executions. The profile tracks how often each basic block is executed.
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from previous executions. The profile tracks how often each basic block is executed.
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If we (re)optimize the target for this common case, the fuzzing loop should run faster.
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e Obtaining a PGO-compatible profile for a test case requires running it through an
instrumented target binary.

e This is not much different from a binary instrumented for fuzzing.

e Doing this on the entire queue is still wasteful: some low-energy test cases are very
unlikely to be reexamined by the fuzzer.

We apply a threshold to the fuzzer's internal energy metric to only pick relevant inputs.



PocoFuzz
Profiling
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® We obtain a PGO profile using a binary with LLVM's IR PGO instrumentation.

® Queue entries with higher energy are more likely to be picked by the fuzzer, so they
should have higher weight in the profile.

e We want to avoid slow post-processing of partial profiles.

We use a custom LLVM pass to directly scale the profile counts of each instrumentation
point by the energy of the current test case.



PocoFuzz
Recompilation
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e One of the cores suspends fuzzing to perform the profiling and recompilation.
e Meanwhile, other cores can continue fuzzing on the old binary.

e Once recompilation completes, the target binary is replaced in situ through the normal
fork server restart mechanism.

The cost of recompilation should amortize as more cores are added.
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Preliminary Experiments %

Target Selection

® Pogoruzz's impact is likely to vary depending on the target.
e The baseline execution speed of the target program plays a key role in this.
® The value of reoptimization depends on how diverse the input set is.

We picked four FuzzBench targets for diversity on these factors, based on execution
speed and queue size at the end of a vanilla 24h FuzzBench run.

1ibxm12 (slow, large queue)

libxs1t (fast, large queue)

systemd (slow, small queue)

z11ib (fast, small queue)
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Preliminary Experiments %

Configurations

e \We compare against an unmodified baseline AFL++ (same version).

For every target, we run an experiment with 1, 2, 3, 4, and 6 cores assigned to fuzzing.
For 1ibxs1lt and z11ib, we later extended this to 8 cores.

Each configuration was evaluated in five trials of 24 hours each.
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Results
Impact of Reoptimization
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Even the worst-case throughput loss (over 10% for single-core runs of systemd)

amortizes quickly with more cores.
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Results

Overall Performance

Baseline (AFL++) PocoFuzz Baseline (AFL++) PoeoFuzz
Target Cores Median o Median e A Target Cores Median o Median o A
1 1007 299 1040 282 +33% 1 9.5 01 8.5 01 -106%
2 1928 596 2144 786 +11.2% 2 19.9 0.6 191 06 -40%
libxml2 3 3045 883 3829 629 +257% systemd 3 29.8 0.8 29.9 07 +03%
4 4031 804 4130 951 +2.5% 4 40.8 2.0 38.8 07 -49%
6 7622 2130 793.2 1247 +4.1% 6 61.4 1.4 60.9 24 -08%
1 360.6 102 3623 95 +0.5% 1 631.8 1293 670.7 218 +6.2%
2 7316 170 7074 456 -33% 2 15409 259 14959 201 -2.9%
libxslt 3 11219 139 11496 191 +2.5% Jlib 3 23128 46.0 2330.2 1093 +0.8%
4 14768 199 15201 239 +2.9% 4 3160.1 169 31378 86 -07%
6 2260.7 333 22900 373 +1.3% 6 4758.3 677 46942 518 -1.3%
8 2985.1 37.3 3096.8 149 +3.7% 8 63376 623 64072 1357 +1.1%

PocorFuzz achieves consistent gains at 3+ cores for 1ibxm12 and 1ibxs1t.
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Open Questions

e Can the reoptimization process confuse the the fuzzer instrumentation
(e.g., regarding the ordering in the feedback map)?

e We think this is unlikely (and did not see it in our experiments).

e PGO-informed optimizations generally occur after the instrumentation is inserted.
e |s LVM's IR-based PGO really the tool of choice here? LLVM offers alternatives:

e (Context-sensitive IR
e (Clang front-end PGO
e Sampling-based approaches (e.g., CSSPGO)
® How can we determine optimal recompilation points?
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Proposed Experiments %
Scaling

e The relative cost of recompilation drops as the number of cores increases.
e Does this trend continue with more cores?

We will extend our experiments with additional configurations up to at least 24 cores.
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Proposed Experiments %

Generalizability: Targets

e \We know that the value of PGO is target-dependent.
® How does Pogoruzz perform on other fuzzing targets?

We will extend our experiments to cover all FuzzBench targets.
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Proposed Experiments %

Generalizability: Fuzzers

e Different fuzzers explore the input space differently.
® How does the choice of fuzzer affect the performance gain?

We will port Pocoruzz to other fuzzers (e.g., Honggfuzz or LibAFL) for evaluation.
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Proposed Experiments %

Recompilation Interval

® |s recompiling every hour necessary, or is it sufficient to do this less frequently?
e Can we skip recompilation if the queue has not changed significantly?

We will evaluate the impact of different recompilation intervals (e.g., 2, 4, or 8 hours),
and explore heuristics to extend (or shorten) that interval.
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Takeaways %
~

Poeoruzz augments existing fuzzers, speeding up fuzzing by
regularly (re)optimizing the target for the current queue.

r Paper and slides are available at
softsec.link/fz26.pogofuzz
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