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Fuzzer benchmarking platform by Metzman et al. [2] at
Google based on 0SS-Fuzz

Multiple trials for each fuzzer-benchmark combination
Based on code coverage
Uses 11vm-cov for coverage
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Motivating Example

2220 int vdbePmaReaderIncrMergeInit(..) {

2229 rc = vdbeMergeEngineInit(..);
2234 if( rc==SQLITE_OK ){<—|
2256 } taken: 1535 times

not taken: 18 446 744073 709 551 614 times
2280 }
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Motivating Example

2220 int vdbePmaReaderIncrMergeInit(..) {
function counter = 1533

2229 rc = vdbeMergeEngineInit(..);
counter a = 1534

2234 if( rc==SQLITE_OK ){
counter b =1535

2256 } taken: 1535 times
not taken: a-b=-1 times
2280 }
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Motivating Example

2220 int vdbePmaReaderIncrMergeInit(..) {
function counter = 1533

2229 rc = vdbeMergeEngineInit(..);
counter a = 1534

2234 if( rc==SQLITE_OK ){
counter b =1535

2256 } taken: 1535 times
not taken: a-b=-1 times
2280 }

We counted a branch as covered that
was never executed.
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Profile Instrumentation

¢ |nstrument target,,, at compile time
e Embed expressions for omitted counters
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Sources of Inaccuracies

[J
)
[J

Fuzzer
O
-

directory

0 DD }Corpus

Corpus Selection
Statefulness

=
s
2
=
s

r tar

Snapshots
ok oo
oy o v . .
’ﬁ# W s Miscomputations
(cov) (cov) (cov)

Lab  Ab A/A} Coverage s Crashing test cases (0SS-Fuzz only)

010 001 001
010 011 100

FuzzBench
t I |

)

profiles

A=A | yergea
010 o profiles
A A A s Mismatched or incomplete mappings
Exported
{} g |0 .. .
0] 0] summary #» |nstantiation summaries
s Mismatched definitions

Ef



How Large Is Their Impact?
Preliminary Results
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Preliminary Results

e Coverage to FuzzBench Reports
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HarfBuzz
Fuzzer Summary All
17 228 total 32658 total
AFL++ 10920 (63.39%) 21044 (64.44%)
honggfuzz 91925 (53.36%) 17652 (54.05%)
LibAFL 11073 (64.27%) 210425 (64.43%)
libFuzzer 10616 (61.62%) 20101.5 (61.55%)
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How Large Is Their Impact?
Preliminary Results

e Coverage to FuzzBench Reports
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How Large Is Their Impact?
Experimental Plan

Setup
e Standard experiment (10 trials x 24 hours)
e All 23 FuzzBench benchmarks
e 4 fuzzers: AFL++, honggfuzz, LibAFL, libFuzzer
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How Large Is Their Impact?
Experimental Plan

Setup
e Standard experiment (10 trials x 24 hours)

e All 23 FuzzBench benchmarks
e 4 fuzzers: AFL++, honggfuzz, LibAFL, libFuzzer

Evaluation

e Address each of the six sources of inaccuracies in isolation
e Reevaluate coverage on the fixed version
¢ |nvestigate coverage differences to baseline

11
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Systematic analysis of coverage in FuzzBench

Discovered 6 sources of inaccuracies

Preliminary results show notable differences

How large is the impact of each of the issues?

Can the inaccuracies flip rankings?
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